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a)WEP N J7 2\ — B :

STA----(probe req)---->AP

AP ----(probe rsp)---->STA

STA-—-( auth )--—-->AP

AP --—-( auth )---->STA

STA-—-( auth )--—-->AP

AP ----( auth )---->STA

STA----(assoc req)---->AP

AP ----(assoc rsp)---->STA

b)WPA i 7 X — i e «
STA----(probe req)---->AP
AP ----(probe rsp)---->STA
STA----( auth )---->AP
AP -—-( auth )---->STA
STA--—-(assoc req)--—->AP
AP ----(assoc rsp)---->STA
AP -—-( eapol )---->STA
STA -—--( eapol )---->AP
AP -—-( eapol )---->STA
STA -—--( eapol )---->AP



XHEL WPA B 5], H wifi RS EINELL R Fros.

Packet Source Destmation Flow ID | BSSID Flags Channel Sgnal | Data Rate Sze. Relative Time  Protocol Application
1 D 18:55:86:60:69:49 BEthernet Broadcast BEthernet Broadcast * 1 100% 5.0 8 ©.000000 502.11 Probe Req
8 MPwinstarsTe:A9:A0:4E WPiinstarsTe:A9:A0:4E *P 10 100% 1.e 389 ©.201235 802.11 Probe Rsp
o W WPvinstarsTe:A9:A0:4E * 10 100% 1.e 34 ©.253316 802.11 Auth
10 H) ] 10 100% 1.e 14
18 WY 10 100% 1.e 14 1 Acl
19 W WPuinstarsTe:A9:A0:4E 10 100% 1.0 137 ©.360323 EAPOL-Key
20 WPwinstarsTe:A9:A0:4E 10 100% 1.e 159 ©.364463 EAPOL-Key
21 W s 10 100% 1.e 14 0.364479 502 A
22 W 10 100% 1.e 193
33 WPwinstarsTe: 10:4E '] 10 100% 1.e 14
34 @PwinstarsTe:A9:A0:4E 0 10 100% 1.e 37
LAREH B (SCAN)
s 5
STA /1% Probe Req, AP [l Probe Rsp Mji. #MELITF:
(1) sta B FMTTRE
1) sta RN TF Probe Req
LB Packet Info Packet Number=4 Flag: Statu Packet Length=52 Timestamp=14:35:55.559786200 88/12/2021
= T 202.11 MAC Header
@ version: @ [8 Mask @x83]
@ Type: %00 Monagement [@ Mask 8x8C]

@ Subtype: I %0100 Probe Request [@ Mask @xre] |
¥ Frame Control Flags: %@6086000 [1]
@ Duration: 304 s [2-3]
Destination: 80:3F:5D:A:AB:4E WinstarsTe:A9:AB:4E [4-9]
18:B8:86:60:89:49 [10-15]
80:3F:5D:AQ:AB:4E WinstarsTe:A9:A8:4E [15-21]
13 [22-23 Mask @xFFFO]
@ Frag Number: 8 [22 Mask 8x6F]
=Y 802.11 - Probe Request
I ssID ID=055I0 Len=6 SSID=tanwav [24-31]
¥ Rates:  ID=1Rotes: Len=8 Rate=1.@Vbps(BSS Bosic Rote) Rate=2.84bps(BSS Bosic Rote) Rate=5.5Mbps(BSS
" Extended Supported RatesID=58Extended Supported Roteslen=4 Rate=6.8/bps(liot BSS Basic Rate) Rate=12.8M)
B Y EC5 - Frame Check Sequence
@ FCs: Bx413BA680 [45-51]

¢ Rate) Rate=11.@Mup
Not BSS Basic Rate)

(2) ap K HFR M B £l Probe Rsp

Packet Info Packet Number=6 Flag: Statu Packet Length=388 Timestamp=14:35:55.563788200 ©8/12/282
B Y 802.11 MAC Header
@ version: 8 [® Mask ©xB83]
@ Type: %00 Monogement [@ M

@ subtype: %6101 Probe Response (B Mask BXFB]
= § Frame Control Flags:

@ . Non-strict order
@ Non-Protected Frome
@ No More Data
@ Power Management - act mode
@ This is not @ Re-Transmission
@ . Last or Unfraogmented Frame
@ ..8. Not gn Exit from the Distribution System
@ vev. ...B Not to the Distribution System
@ Duration: @ Microseconds [2-3]
B Destination: 18:B8:86:60:69:49 [4-9]
E source: B8@:3F:5D:A9:AQ:4E WinstarsTe:A9:A@:4E [18-15]
lﬂ BSSID: B80:3F:5D:A9:A@:4E WinstorsTe:AS:A@:4E [16-21]
@ Seq Number: 1369 [ 3 Mask BxFFFa]
@ Frag Number: @ [22 Mask Bx@F]

T‘ [24-384] Probe Rsp: Probe Timestamp=883536223239 Beacon Interwal=28@ Capability Info-%P886810888818801 SSID[ID=8 Len=6 SSID=tar
= ¥ EC5 - Frame Check Seguence
@ FCs: 8x227DC2F0 [

2. 0EM B (Authentication)
(1) STA & HBEMAETE >R Authentication Req

Packet Info Packet Number=9 Flag: Stat Packet Length=34 Timestamp=14:35:55.623893200 ©8/12/2021
1 MAC Header
@ Version: @ [@ Mask 8x@3]
@ Type: %B@ Management [@ Mask @x8C]
@ Subtype: %1011 Authentication L@ Mask @xrd]

E ¥~ Frame Control Flags:

] Non-strict order
] Non-Protected Frome
L No More Data
] er Hanagement - actis
] s is not o Re-Tran
@ t or Unfragmented Frame
@ n Exit from the Distribution System
] . o the Distribution System
® Duration: 304 [2-31
HP Destination: 80:3F:5D:A9:A8:4E WinstorsTe:A9:A@:4F [4-
HP source: 18:88:86:60:69:49 [18-15]
H9 BSS1ID: 80:3F:5D:A9:A0:4E WinstorsTe:A9:A0:4F [156-21]
@ Seq Number: -23 Mask OxF

@ Frag Number: 2 Mask @x@F]
@ Y [24-29]  BB2.11 Management - Authentication Auth Algorithm=8 Auth Seq Num=1 Status Code=8
[zl ¥ ECS - Frame Check Sequence

@ Fcs: @xBBTFCCT3




(2) AP K HEEEK I UEN N L Authentication Rsp

T Packet Info Packet Number=13 Flag: Statu Packet Length=34 Timestamp=14:35:55.6255408280 88/12/282
£ Y 882.11 MAC Header

@ Version: @ [8 Mask 8x83]

@ Type: %00 Monogement [8 Mask 8x8C]

@ Subtype: I%l@l.’{ Authenticotion [8 Mask Ex=o]|

B 'i]'a Frame Control Flags: 08000000 [1]

@ i . Non-strict order
@ » Protected Frame
@ . N re Data
@ . Pou fanagement - active mode
@ . This is not g Re-Transmi
@ . Lost or Unfrogmented Frame
@ Not @n Exit from the Distribution System
@ Not to the Distribution System

@ Duration: 3]

HP Destination: 16D:B9:49 [4-9]

m Source: tA9:AB:AE WinstarsTe:A9:A@:4F [18-15]

m BSSID: :A9:AB:AE WinstarsTe:A9:A0:4F [16-21]

@ Seq Number: 23 Mask BxFFF@e]

@ Frag Number: @ [22 Mask Bx8F]

T [24-29] 802.11 Management - Authentication Auth Algorithm=8Cpen System Auth Seq Num=2 Status Code=85uccessyful
= Y ECS - Frame Check Sequence
@ Fcs: BxB4C68567 [38-33]

3.5¢Hk (Association)
(1) STA Jx tHeHK1H 3K £l Association Req

T‘ Packet Info Packet Number=14 Flag: Statu Packet Length=118 Timestamp=14:35:55.627224288 B83/12/2¢
B ¥ 802.11 MAC Header
@ Version: 8 [@ Mask @x83]
@ Type: %08 Manogement [@ Mask @x@C]
@ Subtype: %:Mmtwn Request [0 Mask 6xro]]
= T Frame Control Flags: LI]
@ ... .... Non-strict order
@ Non-Praotected Frame
@ No More Data
@ FPower Management - active mode
@ .. This is not @ Re-Transmission
@ .8.. Last or Unfrogmented Frome
[ ] ..8. Not on Exit from the Distribution System
@ . ...@ Not to the Distribution System
@ Duration: 384 croseconds [2-3]
Bf Destination: 88:3F:5D:A9:AB:4E WinstorsTe:A9:A8:4F [4-9]
IESUur::E: 18:B8:86:6D:B9:49 [18-15]
lﬂ BSSID: 88:3F:5D:A9: A8 :4E WinstorsTe:A9:40:4E [16-21]
@ Seq Number: 15 [22-23 M @xFFFA]
@ Frag Number: 2 Mask @xB8F]

T' [24-113] Assoc Req: Capability Info=%0000010000010001 Listen Interwval=3 SSID[ID=@ Len=6 SS5ID=tanwav] Rates=[ID=1 Len=8 Rate=1.¢
E Y ECS - Frame Check Seguence

@ FCs: Bx61E56984 [114-117]
~ N > . g
(2) AP &t IEHkNA N A Association Rsp
T Packet Info Packet Number=15 Flag: Statu Packet Length=213 Timestamp=14:35:55.6294942688 85/12/28
= Y Be2.11 MAC Header
@ version: @ [@ Mask 8x83]
@ Type: %08 Monagement [B Mask 8x8C]
@ Subtype: %0001 Association Response [8 Mask BxF@]
=] 'f' Frame Control Flags: %00980000 [1]
@ B soen strict order
@ n-Protected Frome
] Dota
@ nagement - active
@ is not a Re-Transmi
@ "fragmented Frame
@ .8. Not on Exit from the Distribution System
@ e Not stribution System

@ Duration: 314 Microseconds

B9 Destination: 18:B8:86:6D:B9:49 [ 1
m Source: 80:3F:5D: (4E WinstorsTe:A9:A8:4E [18-15]
B55ID: 8@:3F:5D: E WinstarsTe:A9:A8:4E [16-21]
@ Seq Number: [22-2 sk BxFFF8]

@ Frag Number: @ [22 Mask 8x8F]
W [24-208] Assoc Rsp: Capability Info=%0000010000810091 Status Code=@ Association ID=3 Rates=[ID=1 Len=8 Rate=1.8 Rate=2.8 Rate=5
= Y ECS - Frame Check Sequence

@ FCs: @xE482C7B2 [269-212]

4.EAPOL Bt
(1) AP k& i EAPOL-Key(ANonce, Unicast)




r
9 562,11 WAC Header
@ version:

@ Type:

@ sutype:

© % Frame Control Flags:

@ Duration:
B Destination:
B BSSID:
B9 Source:
Seq Number:
@ Frag Number:
= ¥ QoS Control Field:

© ¥ 802.2 Logical Link Control (LLC) Header
+ oxan

@ Dest. SAP.
@ Source SAP:

@ Command:

@ Vendor ID:

@ Protocol Type:
802

o

“o@
egr s
;Egg
HI
553

&Y Key Information:

Key Length:
Replay Counter:
Key Nonce:
EAPOL-Key IV:
Key RSC:

Key ID:

Key MIC

Key Data Len:

Packet Info Packet Number=19 Flags=8x80888000 Status-0x08080080 Packet Length=137 Timestamp=14:35:55.738106208 08/12/28

® [0 Hask 8x83]
%10 Dota [0 Mask exaC]
%1600 QoS Data [0 Mask @xFe]
500000010 (11

Non-strict order
Non-Protected Frame

No tore Data

Power Management - active mode
This is not g Re-Tronsmission
Last or Unfragmented Frame

Exit from the Distribution System
.0 Wot to the Distribution System
314 Microseconds [2-3]
18:88:86:60:69:49 [4-9]

80:3F :5D:A9:A0: 4E WinstarsTe:Ao:

. A-NSDU: Not Present
Normal Acknowledge

: Wot End of Triggered Service Period
.0800 UP: © - Best Effort

SnAP [26]
OxAA SHAP [27]

8x83 Unnumbered Information [28]

0x800008 XEROX CORPORATION [20-311

OxBSBE IEEE Std 862.1X - Port-bosed network Gccess control [32-331

2 RSN key descriptor [38]

10001610 [39-4
; Reserved

SHK Handshoke is not supported

Key Data Not Encrypted

No Request to initiate Hondshake

No Error

Not Secure

#essoge does NOT contain Key MIC

Instali: 862.1X component shall not configure the temporal key

Key Type: Pairwise Ke
010 Vers: HHAC-SHAL-128 is the EAPOL-Key WIC / NIST AES key wrop is the EAPOL-key enc

16 ccup [41-82]
1 [43-50]

1741484 C: F7 [51-82]
0600 [53-95]

0x6000000000000000 [107-114]
ot

[115-138]

5 " ECS - Erane Check Sequence
fes:

BXCFDFABB8 [133-136]

(2) STA k& EAPOL-Key(SNonce, Unicast, MIC)

T Packet Info Packst Number=20 Flag: stat Packst Length=159 Timestamp=14:35:55.734240200 €8/12/20
= Y~ 802.11 MAC Header

@ version:
@ Type:
@ Subtype:
E ¥ Frame Control

eeeeeaee

@ Duration:

B9 BSsID:

B Source:

B9 Destination:

& Seq Number:

@ Frag Number:
B ¥ QoS5 Control F

@ [0 Mask 0x83]
%16 Dota [@ Mask 8x@C]
%1080 QoS Data [8 Mask @xFe]

Flags: %66098601 [1]

... .... Non-strict order

Non-Protected Frame

Ne Hore Data

Power Monogement - active mode

This is not a Re-Transmission

Last or Unfragmented Frame

..8. Not an Exit from the Distribution System

...1 To the Distribution System

croseconds [2-3]

E WinstorsTe:A9:AB:4E [4-9]

18:68:86:6D:69:49 [18-15]

15D:A9:AB:4E WinstorsTe:AS:A@:4E [16-21]

ield:  %00@O00RE00MGG008 [24-25]

.. AP PS Buffer Stote: @

. A-MSDU: Not Present

.. Ack: Normal Acknowledge
s ©.... EOSP: Not End of Triggered Service Period
........ ....0000 UP: @ - Best Effort

E Y 802.2 Logical Link Control (LLC) Header

@ Dest. SAP:
@ Source SAP:
@ Command:

@ Vendor ID:

@xAA  SNAP [26]
BxAA SNAP [27]
@x03 Unnumbered Information [28]
@x000000 XEROX CORPORATION [29-311

@ Protocol Type: OxBBBE IEEE Std 862.1X - Port-based network access control [32-33]
= ¥ 882.1x Authentication
@ Protocol Version: 1 [34]

@ Packet Type:
& Body Length:
E ¥ EAPOL - Key

EAPOL - Key [35]
117 [36-37]

@ Type: 2 RSN key descriptor [38]
E Y Key Information: %0080006100601816 [35-40]
@ Reserved
@ SHMK Handshoke is not supported
@ . Key Dota Not Encrypted
@ Ne Request to initiate Handshake
@ Ne Error
@ Not Secure
@ . Message contoins Key MIC
@ No Key Ack
@ Install: 862.1X component shall not configure the temporal key
@ Reserved
@ Key Type: Pairwise Key
@ Vers: HMAC-SHA1-128 is the EAPOL-Key MWIC / NIST AES key wrop is the EAPOL-key end
@ Key Length:
@ Replay Counter:
@ Key Nonce: X
@ EAPOL-Key IV: [83-98]
@ Key RSC: ©x8800800006008600 [99-106]
@ Key ID: 0x6800060006000600 [107-114]
@ Key MIC: AR 1
@ Key Data Len: 22 [131-1

¥ RSN:

1
ID=48RSN: Len=28 Version=1 Group Cipher OUI=@8-8F-ACIEEE 522.11 Group Cipher Type=4CCHP - defgult in an RSN Pairu:

E Y~ FCS - Frame Check Sequence

@ FCs:

@xX7AB3AB29 [155-158]



(3) AP k& i EAPOL-Key(Install PTK, Unicast, MIC, Encrypted GTK)

T Packet Info Packet =
5 Y 882.11 MAC Header
@ version:
@ Type:
@ Subtype:
= Y~ Frame Control Flags:

Flag: Staty
@ [8 Mask 8x83]
%18 Data [& Mask @x8C]
%1606 QoS Dato [@ Mask @xF@]
%06000010 [1]
e . Non-strict order
. Non-Protected Frame
No Hore Data
. Power Management - active mode
This is not o Re-Tra
Last or Unfrogmented Frame
Exit from the Distribution System
...8 Not to the Distribution System
Microseconds [2-3]

ssion

@eTQQeee

@ Duration: 314
HJ Destination:
B3 BSsID:
B3 source:
@ Seg Number:
@ Frag Number:
= ¥ QoS Control Field:

18:88:86:6D:69:49 [4-9]
80:3F:5D:A9:A0:4E WinstorsTe:A9:ARI4E [18-15]

SD:A9:A@:4E WinstorsTe:A9:AD:4E
22-23 Mask BxFFFe]

2 Mask @xBF]

%6600060060000008 [24-25]

AP PS Buffer State: @&
A-MSDU: Not Present
Ack: Normal Acknawledge

6-21]

eeaea

........ ....8000 UP: @ - Best Effort
7" 882.2 Logical Link Control (LLC) Header

@ Dest. SAP: exAA  SNAP [26]

@ Source SAP: OxAA  SNAP [27]

@ Command: @xe3 Unnumbered Information [28]

@ vendor ID: Bx0ABABe XERGX CORPORATION [29-31]

@ Protocol Type: Ox8B8E IEEE Std 882.1X - Port-based network access control
[ ¥ 882.1x Authentication
@ Protocol Version: 1 [34]

@ Packet Type: 3 EAPOL - Key [35]
@ Body Length: 151 [36-37]
= Y EAPOL - Key
@ Type: 2 RSN key descriptor [38]
B ¥ Key Information: %0001001111001010 [39-48]

Packet Length=183 Timestamp=14:35:55.737@9226@ 88/12/26

EOSP: Not End of Triggered Service Pericd

[32-33]

L ] X Reserved
® SMK Handshake is not supported
@ Key Dota Encrypted
@ No Request to initiate Handshoke
L No Error
9 Secure
@ ge contains Key MIC
@
@ L: 892.1X component shall configure the temporal key
L Reserved
L o5 Key Type: Pa
9 g, A 010 Vers: HYAC-SHA1-128 is the EAPOL-Key MIC / NIST AES key wrop is the EAPOL-key enc

@ Key Length: T6 AP (31327

@ Replay Counter: 2 [43-58]

@ Key Nonce: Bx50D8235DB6EA1E27317A14BAFC! F7 [51-82]

@ EAPOL-Key IV: [83-98]

@ Key RSC: OxE661010606000000 [99-165]

@ Key ID: 0x6060000000600000 [107-114]

@ Key MIC: Ox3EABA7217CFACA2688937CCAS676BACC [115-138]

@ Key Data Len: 56 [131-132]

@ Key Data: (56 bytes) [133-185]

= " ECS - Frame Check Seguence
@ FCs: ©x263161AA [189-192]
>, .
(4) STA K& i EAPOL-Key( Unicast,MIC)
[k Packet Info Packet Number=23 Flags=0x00060600 Status-0x00000000 Packet Length=137 Timestamp=14:35:55.746476200 08/12/28

B ¥ 882.11 MAC Header

@ Versior 0 [@ Mask @x83]
@ Type: %18 Data [@ Mask @xec]
@ Subtype: %1800 QoS Doto [8 Mask BxF@]

B ¥ Frame Control Flags: %@seeseel [1]

@ Non-strict order
@ Non-Protected Frome
@ No More Data
@ Power Management - active mode
@ This is not o Re-Transmission
@ Last or Unfrogmented Frame
@ @. Not on Exit from the Distribution System
] .1 To the Distribution System
@ Duration: crosecends [2-3]
n BSSID: 80:3F:5D:A9:A0:4E WinstarsTe:A9:A8:4F [4-9]
B9 source: 18:B8:86:6D:89:49 [168-15]

B9 Destination:
@ Seq Number:
@ Frag Number:
= ¥ Qos Control Field:

88:3F:5D:A9:40:4F

WinstarsTe:rA9:4B:4E [
e]

[24-251

[32-33]

@ . AP PS Buffer State: @
@ . A-MSDU: Not Present
] . Ack: Normal Acknowledge
] - . EOSP: Not End of Triggered Service Period
L ....0080 UP: @ - Best Effort
=} T 802.2 logical Link Control (LLC) Header
@ Dest. SAP: @xAA SNAP [26]
@ Source SAP: @xAA SNAP [27]
@ Command: 8x83 Unnumbered Information [28]
@ Vendor ID: @x8eaPBe XEROX CORPORATION [29-31]
@ Protocol Type: @x888E IEEE Std §82.1X - Port-based network access control
= ¥ 802.1x Authentication
@ Protocol Version: 1 [34]

@ Packet Type: 3 EAPOL - Key [35]
@ Body Length: 95 [36-37]
B Y EAPOL - Key
@ Type: 2 RSN key descriptor [38]
B ¥ Key Information: %0000001100001010 [39-40]

HMAC-SHA1-128 i5 the EAPOL-Key MIC / NIST AES key wrop is the EAPOL-Rey enc

= ¥ ECS - Frame Check Sequence
@ FCs: @xE2992499 [1

[51-821

] *x Reserved
@ SMKC Hanashake i3 not supported
-] Key Dato Not Encrypted
] No Request to initiate Hondshake
] No Error
@ Secure
@ Message contains Key MIC
-] No Key ACK
® : 802.1X component shall not configure the temporal key
] Reserved
] Key Type: Poirwise key
] . 618 Vers:
@ Key Length: @ [41-42]
@ Replay Counter 2 [43-58]
@ Key Nonce:
@ EAPOL-Key IV: [83-98]
@ Key RSC: ©x0000006000000000 [99-106]
@ Key ID: x6RA0BAOAGRERRER0 [107-114]
@ Key MIC: [ PRIZSAUTEE: FTADFIFFFSBOFS [115- 1507 ]
@ Key Data Len: G [151-152]



